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1 INTRODUCTION

These Operating Instructions describe the commissioning of the switches and the configuration
of the most important basic functions.

All persons using this manual should have the following skills:

1 Knowledge of how to install and operate electronic devices

1 Experience with using computer systems

1 Knowledge of Local Area Networks (LANs) and a general knowledge of IP communications
1 Knowledge on working with web browsers

1.1 Contents
This Operating Manual is divided into the following chapters:

1. Introduction
2. Commissioning of the switches
3. Diagnostic tools and firmware upgrades

1.2 About Us

In all situations where a network is required to transmit high-quality video content fast and
securely, barox Kommuni k AWSi switthes guareanteegpéoneering P OWE R H
connections.

barox Kommunikation designs, coordinates and supplies everything from a simple, point-to-point
connection to a large area network running multicast applications.

1.3 Website

Information on our full range of switches as well as download links to our data sheets,
documentation and the latest firmware are available on our website: www.barox.ch.

1.4 Support

Our POWERHAUS Partners are available to help you should you have any problems or
guestions regarding the configuration of your switches.

2 Short Description

All our RY switches are manageable, full Gigabit IP switches with layer 2/2+ functionality. We
offer a range of different models with a varying number of optical and electrical ports which 1
depending on the model T can support anything up to POE++.

2.1 Special Features for Video Networks

i Active Camera Monitoring

Cameras powered via a PoE connection from the switch are continually monitored. In the case of
a camera failure, the switch automatically restarts the camera all by itself. Should this operation
fail, the switch automatically sends out an alarm via SNMP.

i Active Monitoring of the POE Power Supply
Should the amount of power requested from the switch be too high, e.g. through a defective
camera, the switch will automatically send out an alarm via SNMP.

i Active Management of the Level of POE Power Supplied
When the switch is started up, the individual PoE ports can be started up one after another to
avoid overloading the PoE power supply.

barox Kommunikation 5
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i Other Useful Features

Jumbo Frames up to 9,600Bytes are supported at 1 Gbits and also 100 Mbits.

Port security by means of MAC address restriction and IP identification

Readability and provision of certificates, resp.

Extra high backplane performance for smooth video transmission at full port utilisation

Ports using PoE can be detected at the push of a button (front panel).

2.2 DMS (Device Management System)

The switch is equipped with an integrated network monitoring and control system that uses

a very simple method to provide the user with an excellent overview of the whole network.

The network Topology View provides a quick overview of all the switches and terminal equipment
in the network, e.g. IP cameras and servers, together with information on their respective IP
addresses, device types and device descriptions. Plans showing the floor layout and the local
environment can be stored as background images. These allow the user to quickly access
specific network equipment 1 even without special knowledge of the IP structure.

Finalised plans can then be exported and included in the documentation.

3 Commissioning

The switches can be configured using a web browser. To do this, a PC/laptop can be connected
to any desired RJ45 port. Care should be taken to ensure that the IP address of the PC/laptop
belongs to the same network segment as the switch. For example: 192.168.1.111.

Alternatively, the switches can also be configured via a CLI (console port). In this document, the
switch is configured using a web browser.

3.1 Factory Default and Login

The switches are supplied with the following factory default settings:
IP address: 192.168.1.1

Subnet mask: 255.255.255.0

User: admin

Password: admin

A connection can be made to the switch by entering the IP address of the switch (192.168.1.1)
straight into a web browser. To log in, the user simply enters the user name and password listed
above.

Login e+ - o
< c @ 192.168.1.1 n @ =

£ Meistbesucht @ Erste Schritte

Once the Il ogin process has been successfully compl et

automatically displayed showing the most important information on the switch.

barox Kommunikation 6



3.2 System Information

This page displays the most important information on the switch.

RY-LGSP16-10

& c @

£ Meistbesucht @) Erste Schritte

H e &
> Harox
RY-LGSP16-10 System Information 1 @Home Niids
Switch DMS 5
Model Name RY-LGSP16-10
# Configuration <
System Description 10-Port GbE Web Smart+ Managed PoE Switch
8 Monitor v -
Location Labor
» System v
Contact Labor
> Information
> IP Status System Name RY-LGSP16-10
> Log System Date 2011-01-01T04 2 11+01:00
> Detailed L
- System Uptime 033
> Overview
» Green Ethemet < Bootloader Version v1.15f
» Ports. < Firmware Version v6.54.3132 4 19-04-04
= oo € Hardware Version v1.01
» Security <
» LACP 2 Mechanical Version v1.01
> Loop Protection Serial Number C012317AR0300002
2 Spantiogtiee <| MAC Address 38-b8-b-20-34-62
» IPMC <
Memory Total=85447 KBytes, Free=72268 KBytes, Max=71984 KBytes
» LLDP <
> PoE FLASH 0x40000000-0x41ffffff, 512 x 0x10000 blocks
TNAC e CPU Load (100ms, 1s, 10s) 0%, 4%, 2%

Key:

. Name of the switch model
Firmware version
Hardware version

MAC address

oD
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3.3 Set a Static IP Address or use DHCP

The first step is to allocate an IP address to the switch. To do this, go to the
AConf i gur at Pommanu B the naeigatioh tree.

< c o ‘ZEJ 192.168.1.1/ip_config.ntm| vo(80% e {}‘ mn o =
= H -
> barox= °c

RY-LGSP16-10 IP Configuration

Switch DMS

Mode Host ~
& Configuration v

Syt DNS Server

> Information DNS Proxy 0

> IP

> NTP IP Interfaces

> Time

it 1Pv4 DHCP
» Green Ethemet < Delete VLAN Enable
» Ports Configuration <
» DHCP < U
» Secuiity <

‘Add interface
» Aggregation <
> Loop Protection Link-Local Address binding interface
» Spanning Tree <
LA € IPRoutes
»LLDP <
» PoE . Delete Network
> MAC Table O 0000
> VLANs
g 160.254.0.0

» Private VLANs <
»VCL e 192.168.1.0
» Voice VLAN <
» QoS « adud
+ g

Static IP_Address

In the above image, one can see that the IP address of the switch is 192.168.1.1, that the subnet
mask is 24 (255.255.255.0) and that it belongs to VLAN 1. This means that VLAN 1 is the

management VLAN.

Fallback

0

Mask Length

Current Lease

Gateway
192.168.1.254
192.168.1.1

192.168.1.1

1Pv4

Address

192.168.1

1

Next Hop VLAN
[}
0

[}

Mask Length

If the switch is to be allocated a new IP address, the existing IP address is simply overwritten
blyy oc liiccokni.n gT hoen stahnee faAppppl i e s, i f ot

and then confirmed
to be changed.

DHCP

I
t

DHCPO

needs

f the switch is to be integrated into a network where a DHCP server allocates the IP addresses,
he check box underneath Al Pvi4

The DHCP server will then allocate an IP address to the switch within the pre-defined range.
There are now two ways of finding out which IP address has been allocated.

a) Software tool, e.g.: SoftPerfect Network Scanner

https://www.heise.de/download/product/network-scanner-13270

b) Console port

This method requires using the console cable supplied with the switch. The console port of the
switch is an RS232 interface, i.e. a PC/laptop with a serial interface or a USB-RS232 adapter is

required.
To configure the s

wi t ch

via t

http://www.chip.de/downloads/PuTTY 12997392.html

barox Kommunikation

he

Clyo

t o

pofrtwawe.

be che

rrecomme


https://www.heise.de/download/product/network-scanner-13270
http://www.chip.de/downloads/PuTTY_12997392.html

The factory default settings of the CLI interface are as follows:

Bit rate: 115,200
Data bits 8
Parity: None
Stop bits: 1

Flow control: None

If the serial interface is used to connect up to the switch, the user needs to log on using the user
name and password.

The following command can be used to show the IP address:
RY-LGSP23-26%# show ip interface brief

C Important: This change now needs to be permanently saved.

To do this, access the switch by entering the new IP address in the web browser and then click
on the diskette symbol at the top right-hand corner.

3.4 Gateway Configuration

If a new IP address is allocated to the switch, it is also mandatory to modify the gateway address
accordingly.

IP Routes
Delete Network Mask Length Gateway Next Hop VLAN
[: 0.0.0.0 0 192.168.1.254 0

169.254.0.0 16 192.168.1.1 0

192.168.1.0 24 192.168.1.1 0

To change the gateway address, the respective line first needs to be deleted and then re-created
using the right address. The network address must be

Then all that needs to be done is to rewrite the gateway address using one that corresponds to
the network.

3.5 Time Configuration

The system time used by barox Kommunikation switches can either be configured manually or
via an NTP server. The whole purpose of defining the time is to use it in the log file. If an error
message is generated, a date stamp is added to the respective entry in the log file so that the
downtime and/or the time when the error occurred is accurately recorded which helps to localise
the possible cause.

3.5.1. Local Settings

I n the AConfigur ateiupng Slyed¢ te mih Ts eneldoc al Settingsodo as
date and time are then manually entered in the specified format in the field nexttoiSy st em Dat e 0
and then confirmed using the #AApplyodo button.

C If the switch is restarted, the time is deleted and needs to be re-configured as the switch
does not have its own backup battery.

barox Kommunikation 9



RY-LGSP16-10 P+

& c @ ® 192.168.1.1/c
L Meistbesucht @) Erste Schritte

> barox=

RY-LGSP16-10

Time Configuration

@Home Time

Switch DMS
Time Configuration
& Configuration v
» System . Clock Source Use Local Settings v
> Information
System Date 2011-01-01 04445 ( yyyy-mm-dd hh:mm:ss )
> IP
> NTP . N .
Time Zone Configuration
> Time
> Log Time Zone (GMT+01:00) Amsterdam, Beriin, Bern, Rome, Stockhoim, Vienna ~ |v
» Green Ethernet <
» Ports Configuration < Acronym (0-16 characters )
» DHCP <

3.5.2. NTP (Network Time Protocol)

The Network Time Protocol is a standard for synchronising clocks in computer systems using
packet-based communication networks.

Configuration is done in two steps.

3.5.2.1. NTP Server

The first step is to tell the switch where it needs to go to get the time.

If the time isto be retrievedd i rectly from the DHCP server, the en
to be set to AEnabl edo. The | P address of the DHCP

However, if the time is to be retrieved from another specific source, for example from a time
server, NTP server, firewall etc., the respective

address 10 field. This is the only way of ensuring
respective IP address. Up to 5 sources can be defined.

I f there is no time source avail abl e retriavedofrore@&s o wn
external source via the Internet, it is possible to enter the external NTP server details directly, e.g.
213.209.109.45 at http://www.pool.ntp.org/de/

RY-LGSP16-10 P+ =
& c @ ® 192.168.1.1/ntphtm 9 % N @ =
£ Meistbesucht @) Erste Schritte
> barox-= SRl
RYLGSP1610  \1p configuration -

Switch DMS

Automatic

Enabled |v
& Configuration v

% Systam . Server address via DHCP

> Information

> 1P NTP Time-Sync Interval 60 |v

> NTP

Server address 1 213.200.109.45
> Time
> Log Server address 2

» Green Ethernet

<
Server address 3

» Ports Configuration <
» DHCP < Server address 4

» Security <
’ Server address 5

» Aggregation <

> Loop Protection

» Spanning Tree <

barox Kommunikation 10
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3.5.2.2.Time Settings

Now the AClock Sourceod0 must be set to AUse NTP Ser ve

menu.

RY-LGSP16-10 x &g = <
& c @ ® 192.168.1.1/daylight_saving_config.htm o mn o =
£¥ Meistbesucht @ Erste Schritte
> barox-= ke

RY-LGSP16-10 Time Configuration o s

Switch DMS
Time Configuration
& Configuration v
» System < Clock Source Use NTP Server
Infc ti Use Loc g5

> Iifomation System Date Use NTP Server yyyy-mm-dd hh:mm:ss )

> 1P

> NTP ) ) )

Time Zone Configuration

> Time

> Log Time Zone None i
» Green Ethernet <
» Ports Configuration < Acronym (0-16 characters )

» DHCP <

As time servers generally broadcast Greenwich Mean

accordingly to ensure that 1) the time is correct and 2) the system switches correctly between
summer and winter time.

RY-LGSP16-10 x g

<« c @ ® 192.168.1.1/daylight_saving_config.ht

14 n @ =
$# Meistbesucht @) Erste Schritte
> barox-= B
RY-LGSP16-10 Time Configuration @Home g Time
Switch DMS
Time Configuration
£ Configuration v

» System . Clock Source Use NTP Server  |v

Infc i
» [ System Date 2019-05-06 14564 ( yyyy-mm-dd hh:mm:ss )
> 1P

> NTP P . "
Time Zone Configuration

> Time

> Log

» Green Ethernet

Time Zone (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna ~ |v

» Ports Configuration < Acronym

» DHCP <

(0 - 16 characters )

As soo
Dateo field.

>
o}
(7]
—
>
(]

switch can access the time and dat e,

barox Kommunikation 11



3.6 Port Configuration

The ports are set to Auto mode when they leave the factory. Auto-negotiation is the procedure
which allows two connected Ethernet network ports to independently negotiate and configure the
highest-possible transmission speed as well as the duplex mode. This procedure only applies to
twisted pair cables T not to fibre optic connections.

Nevertheless, in some cases the terminal device may not be correctly recognised. This
sometimes occurs when using a camera with a 100 Mbps interface. In this case, the port
must be manually set to 100 Mbps.

If a port is not to be used for security reasons, this can be disabled completely. In this case,
the configuration mode should be set to ADisabl edo.

RY-LGSP16-10 b+ =
« cC @ ® 192.168.1.1/portsht w n @ =
£t Meistbesucht @) Erste Schritte
~
> barox-= s
RY-LGSP16-10 Ports Configuration Bome i
Switch DMS B
# Configuration v
> Systom . Speed Flow Control
» Green Ethernet < Port Link Current Configured Current Rx Current Tx Configured Maximum Frame Size
» Ports Configuration v
v O 9600
> Ports
> Ports Description 1 (\\ 1Gfdx Biito & @ @ O 9600
» DHCP @
» Security - P ) Down ‘ Aillo ] @ (7)) O 9600
» Aggregation < abled
> Loop Protection » 961
& 3 . G 10Mbps HDX ® @ O 9600
» Spanning Tree < 10Mbps FDX
» IPMC . 4 [ ] Down 00Hips EOX Q (7)) 0 9600
» LLDP < 1Gbps FDX
» PoE < 5 . Down Auto v ® @ D 9600

> MAC Table

3.6.1. SFP Port

The SFP ports are also equipped with an Auto mode. This is different to the auto-negotiation
procedure used by copper ports. SFP ports are only capable of recognising the transmission
speed through auto-negotiation and only support full duplex mode.

In some cases, a switch may not correctly detect whether an SFP is a 100 Mb or 1000 Mb model
which will prevent the latter from functioning. In such cases, the port data rate needs to be set
manually.

9 . Down Auto v @ @ D 9600
10 . Down Auto ® @ D 9600
Disabled
Auto
rooy [l

1Gbps FDX

The SFP ports of the switches are not coded. This means that SFPs supplied by other
manufacturers can be used 1 whereby no guarantee is supplied that these will function properly.

The barox Kommunikation product range includes SFPs for multi and single mode fibres with
transmission speeds of 100 Mbps, 1 Gbps and 10 Gbps. Distances of between 550 m and
120 km can be achieved depending on the type of fibre and transmission speed.

c Please also refer to http://www.barox.ch/cm/produkte/product/ip-produkte/zubehoer/ac-sfp

barox Kommunikation 12
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3.7 Change of User Name and Password

barox Kommunikation switches offer the option of generating a number of users with different
rights. Up to 15 different levels can be defined.

Level 15 is the highest level and is intended to be used by the administrators.

RY-LGSP16-10 b+ =
& c @ ® 192.168.1.1/users.htm 9 % m e =
£* Meistbesucht @) Erste Schritte
> barox= «e
RY-LGSP16-10 Users Configuration lme il
Switch DMS
User Name Privilege Level
£ Configuration v
admin 15
» System <
» Green Ethernet <
» Ports Configuration < m
» DHCP <
» Security ~
» Switch v
> Users
> Privilege Levels
> Auth Method
Anot her user can be generated by clicking on AAdd Ne
APasswordd and APrivilege Level o need to be defined.
RY-LGSP16-10 x &g = X
& c @ ® & 192.168.1.1/user_confightrr (LR O « 4 N o =
£¥ Meistbesucht @ Erste Schritte
> barox= "B
RUCRIER IO ) Uscr one
Switch DMS
User Settings
& Configuration v
» System User Name Gordi Steiner
» Green Ethemet Password

» Ports Configuration
» DHCP

A A s

Password (again)

» Security v e et |
Privilege Level 10! |v
» Switch ~ .

> Users
> Privilege Levels 5

The exact range of rights applying to the new user

C
menu.

In the following example, the technician concerned has a privilege level of 10, i.e. he/she is

allowed to configure everything based on his/her Read/Wr i t e r i ght s. However, thi:

ADebugodo r i gniitéeds haarte hed stlhe cannotdaaeven read fADebugbod

barox Kommunikation 13



RY-LGSP16-10 P+ =

<« c @ ® 192.168.1.1/p o O In @ =

£¥ Meistbesucht @ Erste Schritte

> barox= nee
RY-LGSP16-10 Privilege Levels Configuration @riome Privlege Levels
Switch DMS
Privilege Levels
& Configuration v
& Group Name Configuration Read-only Configuration/Execute Read/write Status/Statistics Read-only Status/Statistics Read/write
» System <
» Green Ethernet < ACTIVATE 5 [& 10 |v 5 [ 10 [
» Ports Configuration < Aggregation s B B s B w B
» DHCP <
» Security v cloud_management 5 |v 10 |v 5 |v 10 |v
» Switch v
Debug 15 |v 15 |v 15 |v 15 |v
> Users
> Privilege Levels DHCP 5 |v 10 |v 5 |v 10 |v
> Auth Method
Dhcp_Client 5 |v 10 |v 5 v 10 |v

> HTTPS

This table is highly complex which allows extremely precise rights to be granted. For example,
it is possible to define a user who can only read the MAC table.

3.8 Loop Protection

In larger networks, it is very easy to accidentally, resp. unintentionally, make physical
connections that result in a loop. If no loop protocol (e.g. RSTP) has been activated,
the whole network hangs and becomes inoperative.

The ALoop Pr ot was $pecallydesijneditd handie such situations. Once this

feature has been activated, it is possible to define whether the respective port should be

shut down, merely an entry made in the log file or &
is accidentally created.

C Ports already actively running RSTP must not additionally be monitored using the
Loop Protection feature. This would lead to massive malfunctions within the network.

AShutdown Timeo shows how | ong a mpapthddetected.t o remai n ¢
Possible time entries: 07 604,800s (7 days) . I f AO0OO is entered here,
deactivated until the switch is rebooted.

RY-LGSP16-10 P + = a

&« C ® ® 192.168.1.1/loop_config - O In @ =

£ Meistbesucht @ Erste Schritte

> barox=

RY-LGSP16-10

H e &

Loop Protection Configuration @rome Loop Protection

Switch DMS

Global Configuration
¥ Configuration v

» System Enable Loop Protection Enable |v

» Green Ethemet Transmission Time 5 seconds
» Ports Configuration
» DHCP

» Security

Shutdown Time 180 seconds

S R

» Aggregation Port Configuration

> Loop Protection
Port Enable Action Tx Mode

» Spanning Tree
» IPMC
» LLDP

A A A

<]

Shutdown Port Enable |v
» PoE

> MAC Table 9,
> VLANs
» Private VLANs <

<]

Enable |v

Shutdown Port i Enable |v

»
<]

» VoL o

<]

Shutdown Port v Enable |v
» Voice VLAN <

barox Kommunikation 14



3.9 Ring Configuration

To guarantee redundancy within the network, it is crucial to set up a ring topology. To ensure
that the network is not overloaded by a broadcast storm, a protection mechanism is required.

RSTP (Rapid Spanning Tree Protocol) is one of the fundamental protocols used in an Ethernet
network. It ensures that no network loops are created within individual network segments. Unlike
an IP packet, an Ethernet frame does not have a maximum Time to Live (TTL) and, therefore,
may potentially go around in circles for an indefinite period of time. This, in turn, could overload
the network and, in the worst case, bring the network to a standstill.

How the Rapid Spanning Tree Protocol works is explained in detail in Wikipedia.
https://de.wikipedia.org/wiki/Spanning_Tree_Protocol

3.9.1. Ring Master

In a ring topology, one switch must be defined as the master which then assumes the task of
monitoring the ring. In the event that a connection is interrupted, this master then notifies all
the other switches in the ring so that the alternative connection can be activated. The switch
with Priority O is the ring master.

The RSTP protocol is designed to automatically make the switch with the lowest MAC address
the ring master, if no ring master has been defined.

RY-LGSP16-10 x B3 = [=]
|[RYAGSP1610 L/ D 192.168.1.1 f 44 meo =
£ Meistbesucht @ Erste Schritte
> barox= e

RY-LGSP16-10 STP Bridge Configuration @rome

Switch DMS

Basic Settings

& Configuration v

» System < Protocol Version RSTP |+

» Green Ethernet < Bridge Priority 22768 B . =i nan

] o Ring Master hat Priority "0

» DHCP < Forward Delay

» Security < Max Age

» Aggregation <

> Loop Protection Maximum Hop Count

» Spanning Tree ~

Transmit Hold Count

> Bridge Settings
The desired protocol version must be selected i
RSTP is supported by all switch manufacturers - making it compatible with third-party
manufacturers.
The switch factory defaul't i the switch is tb act a8 Basterd ge Pr i
the Bridge Priority must be set to A0O0. Al | t he
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3.9.2. Port Configuration

The factory defaul't
to define that the

were expensive.

> barox=

RYLGSP16-10° ' s1p ST Port Configuration

Switch DMS
CIST Aggregated Port Configuration

# Configuration v
» System <
» Green Ethemnet < Port STPEnabled Path Cost
» Ports Configuration <
Auto v
» DHCP <
» Security <
» Aggregation . CIST Normal Port Configuration
> Loop Protection
» Spanning Tree v
: . Port STP Enabled Path Cost
> Bridge Settings
> MSTI Mapping < v
> MSTI Priorities.
1 Auto ~
> CIST Port
> MSTI Ports 2 — I
» IPMC <
3 v
» LLDP < )
Example:

f

or

dat a

Priority

128 |v

Priority

al |

Admin Edge

Non-Edge |v

Admin Edge

< v
Non-Edge |v
Non-Edge |v

Non-Edge |v

ports

Auto Edge

Auto Edge

[ <IN <IN < I <

fl

o w PétleCosh @annel

Restricted

TCN BPDU Guard

TCN BPDU Guard

S

Role
o 0O O
Restricted

Role

o o O
o 0O O
o 0O O
o 0O O

ASTP Enabl
created using any desired port. To optimally distribute the load across the network, it is possible
packet
originates from the time when lines were leased for A to B connections which meant that they

@Home

H ec

CIST Port

Point-to-point

Forced True  |v

Point-to-point
< v
Auto v
Auto i

Auto 82

In a larger ring with numerous terminal devices and larger data volumes it makes sense to
channel the data flow within the ring to distribute the load evenly across the switches (load-

sharing). To achieve this, the path cost needs to be defined.

Port 22

Port9

Prio 32768

Data flow

Prio 32768

© 4

Path Cost

20000

-

Prio 4096

Prio 32768

Data flow

3x

Prio 32768

F o B
> o
Port9 Port 10

Prio 32768 | port10

<

' 4

In the above example, the network consists of two central switches (A+B) and 5 other switches
that form the ring. All in all, 21 cameras have been installed T each supplying 5 Mbps of video

data, i.e. a total of over 100 Mbps of data.
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Scenario 1: Only RSTP is active on all the switches

The switch with the lowest MAC address functions as the master. This may be the smallest
switch in the ring with the lowest CPU performance. The direction of data flow is not known.

In the case of an interruption, the switch-over may take a little longer as this small switch
cannot process the data so quickly.

Scenario 2: RSTP is active on all the switches, switch A has Prio 0 and switch B Prio 4096

In this case, switch A has been defined to assume the role of master. If this switch fails,

switch B will take over the role of master. Switch A monitors the ring. Should network traffic

be interrupted, switch Aés CPU has enough power to
switch A may be mar k eThe data frdmeall thegviddo Bdmeraskwdl dhén.

be provided via port 22. Small switch C then has to process the data from all the video cameras,

causing a bottleneck.

Scenario 3: RTSP active, the master and Path Cost have been defined

This configuration precisely defines how the data should flow. The load is distributed on two
sides. None of the switches is pushed to the limit. As the Path Cost of switch D, port 10 and
switch E, port 9, is higher than that of all the other ports in the ring, this route will only be
activated, if network traffic is interrupted.

Path Cost 1 default setting:

The cost depends on the distance from the root bridge (master) and the available uplink to the
target. Normally, the Path Cost of reaching the target via a 100 Mbps uplink is higher than that
of a 1 Gbps uplink. In this case, the 100 Mbps link would be blocked from being used as a
redundant path. Although Path Costs have been standardised according to the IEEE provisions,
different values can be manually specified, for example, to select a preferred uplink where the
speeds are identical so as to reflect the real cost of a dedicated line.

C Wherever possible, one should aim to realise a configuration that corresponds to
the one illustrated in the above image.
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3.10 VLAN Configuration
VLAN configuration is effected on one single page.

All the VLAN numbers requiring configuration must
> barox= °c
RY-LGSP16-10 VLAN Configuration Biore VA
Switch DMS
Global VLAN Configuration
& Configuration v
» System < Allowed Access VLANs 1,10.20 (e.g. 1,2,10-13,15)
2 Ctea Bt . Ethertype for Custom S-ports
» Ports Configuration <
» DHCP <
Port VLAN Configuration
» Security <
» Aggregation < Port Mode Port VLAN Port Type Ingress Filtering Ingress Acceptance Egress Tagging Allowed VLANs  Forbidden VLANs
> Loop Protection
. 1 < . I 5 <
» Spanning Tree <
» IPMC . 1 ceess [v| |1 c-Port Tagged and Untagged Untag Port VLAN 10
» LLDP <
» PoE % 2 Access |v g S-Port Tagged and Untagged jntag Port VLAN 20
> MAC Table 3 Trunk v 1 -Port Tagged and Untagged Jntag Port VLAN  |v 1-4005
> VLANs
» Private VLANs < 4 Hybrid  |» 1 C-Port v |: Tagged and Untagged  |v Jntag Port VLAN v 10
Rl § 5 Access |v 1 C-Port Tagged and Untagged Untag Port VLAN
» Voica VI AN <
Once the VLAN numbers have been entered, the individual ports can be allocated to a specific
function and VLAN.
Mode VLAN Function
Access No. A terminal device is to be connected to this port
Trunk --- Connection between two switches
Hybrid --- Connection between two switches or to a terminal device
The all owed VLANs can be defined in the fnAlIl owed
mode.

3.11 Power over Ethernet (PoE)

With respect to PoE, the switch has numerous options for optimising PoE implementation. Power
can be controlled, resp. turned on or off, on a time or event-triggered basis. In addition, powered
devices (e.g. PoE cameras) can be monitored and rebooted, if required. The PoE chip in the
camera can also be reset. This makes sense, for example, in cases where a camera shows no
picture although it can be pinged.

barox Kommunikation 18
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3.11.1. PoE Configuration

2 barox=

RY-LGSP16-10 Power Over Ethernet Configuration

Switch DMS
Reserved Power determined by
£ Configuration v
Power Management Mode
» System

» Green Ethernet

» Ports Configuration
» DHCP

» Security

Capacitor Detection

PoE Power Supply Configuration

a A A A R A

» Aggregation
> Loop Protection

PoE Firmware Version

Primary Power Supply [W]
» Spanning Tree
» IPMC

» LLOP PoE Port Configuration

Ses m ey

ZEo Port POE Mode

> Configuration
> Power Delay i
> Schedule Profile 1
> Auto Checking
> Chip Reset Schedule
> MAC Table 3

> VLANs

Enabled |+

2 Enabled [v

Every switch has a pre-defined performance capacity. This describes how much power can be
supplied via the PoE ports. The crucial component here is the power supply installed in the
switch. In the above example using an RY-LGSP16-10 switch with 8 POE+ ports, a maximum
of 130 W can be supplied. This means that it is impossible to connect a 30 W terminal device
to each of the 8 ports as this would require a total of 240 W. The integrated power unit cannot

supply this much power.

This means that it is important to keep track of how much power is being supplied per port.

POE appliances are divided into various categories depending on their respective consumption.

PoE Schedule

#iHome

Class & Allacation

& Actual Consumption

012-001

130

Priority

Class | Power available to the powered device | Classification signature
0 0.447 1296 W 0to4 mA
1 0.447 3.84W 9to12 mA
2 3.8471 649 W 17 to 20 mA
3 6.4971 12.95W 26 to 30 mA
4 12.957 25.50 W (only 802.3at/Type 2)1! 36 to 44 mA

https://de.wikipedia.org/wiki/Power over Ethernet

Reserved Power determined by

One can define how the maximum amount of power to be supplied is determined in the section
det er mi

corresponds to the class to which the terminal device says it belongs
according to the value stated inthei Maxi mum Power
ditto Class mode, pulls the information via LLDP (where possible)

fReserved Power
- Class

- Allocation
- LLDP-Med

ned byo.

Reserved Power

Maximum Power [W]
30
30
30

30

If the terminal device exceeds the predefined power limit, the port turns PoE off.
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https://de.wikipedia.org/wiki/Power_over_Ethernet

Power Management Mode

This is where one defines how the switch should behave should the maximum possible power
level be exceeded.

- Actual Consumption

Should the amount of power demanded by the devices exceed the maximum possible amount
of power that the switch can provide, PoE is turned off completely. If the power limit is only
exceeded by one single port, PoE is only turned off to this port.

The i mportance of the individual ports ilLewdedreed ir
turned off i mmediately, whereas pohouldgshemaximunt o ACr i t i c
power level be exceeded.

- Reserved
Ports Restertwedido are only turned off, if the power re
AMaxi mum(RQwercol umn is exceeded.

PoE Schedule

Each individual port can be allocated to a time schedule. A total of 16 time schedules
can be created.

3.11.2. PoE Power Delay
As already mentioned, the switch can provide a limited amount of power.

However, todayds | P c-menemsing amounéaf poiver.df a pan/tiltecanmera
with an integrated heater and IR emitter is used, the amount of power required will climb even
higher.

When rebooting, switching between day and night mode, turning on the heater or IR emitter etc.,
a camera needs considerably more power (peak power supply) than during steady, uninterrupted
operation.

Should several cameras connected to one switch all log in at the same time, the maximum
amount of power that can be supplied by this switch might be exceeded. Exceeding this
maximum power level will cause the switch to immediately log itself back off and may also
cause damage to the power supply, if numerous unsuccessful attempts are made.

To avoid this problem, one can configure the individual ports to start up one after the other
in the following menu. In the example below, ports 1 and 2 are immediately activated 1 with
2 more ports then being activated every 10 seconds after that.

~
> barox= °c
RY-LGSP16-10 PoE Power Delay Mrioive g
Switch DMS
Port Delay Mode Delay Time(0~300 sec)
& Configuration v
» System < E ¢
» Green Ethernet < 1 Disabled |v 0
» Ports Configuration <
» DHCP . 2 Enabled |~ 10
» Security < 3 Enabled |8 2
» Aggregation <
> Loop Protection 4 Disabled |8 0
» Spanning Tree < 5 P— 0
» IPMC <
» LLDP B 6 Disabled |v 0
2 N 7 Disabled |~ 0
> Configuration
> Power Delay 8 Disabled v 0

> Schedule Profile

> Auto Checking
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3.11.3. PoE Schedule

Turning the power on and off can also be controlled using a weekly schedule. Up to 16 different
profiles can be created. Each individual port can be allocated to a specific profile.

In the following example, PoE is turned on every day from 06:00 to 18:00 Hrs. in Profile 1.

H e &

2 barox=

RY-LGSP16-10 PoE Schedule Profile L el
Switch DMS

Profile 1 e
& Configuration v
» System " Name Profile 1
» Green Ethernet <
» Ports Configuration < Start Time End Time
2DHE € Week Day HH MM HH MM
» Security <
» Aggregation < ¢ K = 1 t‘ = 8
> Loop Protection Monday s B o B 13 B o B
» Spanning Tree <
» IPMC 2 Tuesday 6 |v (™ 18 |v 0 |v
/D] < Wednesday 6 |v 0 |v 18 v 0 |v
» PoE >
> Configuration Thursday 6 |v 0 |v 18 |v 0 |v
> Power Dela)
i Friday 6 Iv 0 I+ 18 |v 0 |v
> Schedule Profile
> Auto Checking Saturday 6 |v 0 v 18 |v 0 v

3.11.4. PoE Auto Checking

PoE Auto Checking is used to monitor functionality. For example, the camera connected to port 1
with IP address 192.168.1.25 can be pinged every 30 seconds to check its availability.

After 3 failed attempts, PoE to port 1 is turned off and turned back on after 15 seconds. This
forces the camera to reboot.

60 seconds after the camera has rebooted, the ping monitoring mechanism will kick in again.

H e

> barox=

RYLGSPIG0 | poE Auto Checking avone s crecing
Switch DMS

Ping Check Enabled v
£ Configuration v
» System €| Port Ping IP Address Startup Time Interval Time(sec) Retry Time  Failure Log Failure Action Reboot Time(sec)
» Green Ethernet <
1 192.168.1.41 60 30 3 error=0, total=0 Reboot Remote PD v 15
» Ports Configuration <
» DHCP B 2 192.168.1.42 60 30 3 error=0, total=0 Reboot Remote PD v
» Security <
» Aggregation N G 92eB LAY €0 30 3 error=0, total=0 Reboot Remote PD |v 15
> Loop Protection 4 0.0.0.0 60 30 3 error=0, total=0 Nothing v
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3.11.5. PoE Chip Reset Schedule
Sometimes a camera can still be pinged although it is showing no picture.

In most devices, PoE is managed by a separate chip. This means that the CPU might still reply
to a ping although the video stream is no longer being transmitted.

As a preventative measure, the PoE Chip Reset command can be sent daily or once a week,
for example at 03:00 Hrs.
This command causes the PoE chip in the camera to reboot.

H e &

> barox=

RY.LGSP16-10 | poe chip Reset Schedule e

Chip Reset Schedule

Switch DMS

Mode Enabled v
& Configuration v
» System
b POE Chip Reset Time

» Green Ethernet

<
<
» Ports Configuration .  WeekDay HH MM
» DHCP < s B = M
» Security < L
» Aggregation . Monday s B —"

> Loop Protection Tuesday s ©

» Spanning Tree <

3.12 Saving and Retrieving the Configuration

Al | changes must be saved. Clicking on AApplyodo saves
device is rebooted, the memory is deleted and all these changes are lost. This means that all
changes need to be permanently saved.

There are two ways to do this:
- Diskette symbol on each screen
- Maintenance/Configuration/Save startup-config menu item

> barox-= Hec
TELERPEL Save Running Configuration to startup-config Briome S
Switch DMS
& Configuration < Please note:
) The generation of the configuration file may be time consuming, depending on the amount of non-default configuration.
0 Monitor <
Sheree
/& Maintenance v

> Restart Device
> Reboot Schedule
> Factory Defaults
» Firmware <
» Configuration v
> Save startup-config
> Download
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3.12.1. Download Configuration

The current switch configuration can be downloaded and saved separately. The configuration
file thus generated can be uploaded, if the switch is replaced, or used in cases where several

switches are to be identically configured and only the respective IP address changed. That
saves a huge amount of time.

We strongly recommendagondvignd itltreed . istartup

> barox=

RY-LGSP16-10

2 B

Download Configuration

@ Home Download
Switch DMS

Select configuration file to save.

# Configuration < Please note: running-config may take a while to prepare for download.
8 Monitor < File Name
«h Diagnostics < running-config
# Maintenance v default-config
> Restart Device & startup-config

> Reboot Schedule
> Facory Defauts
» Firmware <
» Configuration v
> Save startup-config
> Download

> Upload

3.12.2. Upload Configuration
The opposite scenario is uploading a configuration file to the switch. In this case, the path where

the file is stored and the respective file type need to be specified. As a rul e, t-hi s
config filea
> barox= o
RY-LGSP16-10 Upload Configuration Bt Upload
Switch DMS
File to Upload Keine Datei ausgewahit.
£ Configuration <
O Monitor < Destination File
% Diagnostics < File Name Parameters
& Maintenance ~e. running-config & Replace Merge
> Restart Device & startup-config

> Reboot Schedule Create new file

> Factory Defaults
» Firmware 8
» Configuration &

> Save startup-config

> Download

> Upload
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4 DMS Device Management System

The switch is equipped with an integrated network monitoring and control system that uses

a very simple method to provide the user with an excellent overview of the whole network.

The network topology view provides a quick overview of all the switches and terminal equipment
in the network, e.g. IP cameras and servers, together with information on their respective

IP addresses, device types and device descriptions. Plans showing the floor layout and the
local environment can be stored as background images. These allow the user to quickly

access specific network equipment T even without special knowledge of the IP structure.
Finalised plans can then be exported and included in the documentation.

4.1 Management

To use DMS functionality, one needs to switch over t
factory default. The Information page (Management/DMS Mode) shows how many devices have

been recognised in the network, how many of these are on-line (active), resp. off-line (inactive).

Off-line devices are those that are either turned off or have failed (defective terminal device) or

are no longer available in the network (e.g. service laptop that is taken home by the installation

technician after having completed the configuration).

To be able to use DMS, one switch in the network must have been defined as the master. This
switch collects all the information and then passes this on to all the DMS-capable switches in
the network. The Controller IP field shows which switch (IP address) functions as the master.

RY-LGSP23-28/370 X RY-LGSP16-10 X RY-LGSP23-10G

&« C ® 192.168.1.9, s_modehtm w N @ =

£* Meistbesucht @ Erste Schritte
> barox-= ks
RCHESEOEE SN | roration e s
Switch DM
Mode Enabled |v
> DMS Mode
Controller Priority High |v
£ Management v
> Map API Key Total Device 7
> Device List On-line Devices a
«a Graphical Monitoring < Off-line Devices 0
& Maintenance < Controller IP 192.168.1.9

Determining the DMS Master:

The modeomidibegdlectedin t he fi el d A Oaoftheswich,lwkich Pri or ity
is supposed to be the master. The definition of the most powerful switch for this task is

recommended, as the DMS requires additional computing power. Further switches in

the networ k canodre Adspeading ensheidpdied capability.

The controller priorityof a s wi t ¢ch s h alwherdaswith shall haver Benused e 0
as a switch master.

In case of a very high network load the DMS can be switched on at the switch with the lowest
usage rate (and deactivated at the other switches), resp. Attention shall be paid as some
functions can only be used in a limited way and this method is recommended in case of a
homogenous structure using barox switches.

The master switch can be determined using the | P ad:c¢
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Devices List

This page shows all the devices that are either online or offline in the network. The device type,
status, device name as well as the MAC and IP addresses are provided in tabular form.

All the devices T including those with IP addresses in other network segments 1 are listed.
This useful function helps when a non-configured device is integrated into the network, the

IP address of which is unknown.

RY-LGSP23-28/370 " oy ices List
Switch DMS
Auto-refresh {4 En
> DMS Mode
Show 10 |v| entries
# Management v
[[] Remove Status
> Map API Key
> Device List ® Online
&t Graphical Monitoring < ® Online
i ® Online
# Maintenance <
@ Online
@ Online
@ Online
@ Online

Showing 1 to 7 of 7 entries

The connection to a device can be checked T even across a row of switches 1
AOnl ineédymbespi niOhtl NBeat uso

on t he

Lo 5 Gl
; AEEEE

13 15 17 19 21 2 6 27 28

[l s |
L L L L el ]

2 4 6 8 1012 14 16 18 20 22

Device Type Model Name
SWITCH RY-LGSP16-10
SWITCH RY-LGSP23-10G
SWITCH RY-LGSP23-28/370
IP Camera AXIS P1447-LE

IP Camera AXIS P1447-LE

IP Camera AXIS P1447-LE

PC General PC

Device Name

Switch 2

Switch 3

Switch 1

Kamera 1

Kamera 3

Kamera 2

Technik

H e o
@Home g Device List
Search:
MAC IP Address

38-B8-EB-20-34-62 192.168.1.1
38-B8-EB-20-38-17 192.168.1.2
38-B8-EB-20-06-41 192.168.1.9

AC-CC-8E-C7-9C-  192.168.1.41

D5

AC-CC-8E- 192.168.1.42
C8-37-3A

AC-CC-8E-BB- 192.168.1.43
A6-85

30-85-A9-6F-31-DE  192.168.1.111

simply by clicking
col umn.

Should there be in interruption anywhere in the connection chain, this can be seen here.

The same information can be checked usingthe i Mai nt enance/ Di agnosticso

A

> barox:=

RY-LGSP23-28/370

B3

;
| ey

4 6 £ 1012 19 16 18 20 22

5 11 131517192123 25 26 27 2

Model Name

Diagnostics
Switch DMS

Another Try
> DMS Mode

Show 10 |v| entries
£ Management <

y P Select “ Status
«% Graphical Monitoring <
@ Online AXIS P1447-LE

& Maintenance v
S Foor Inone Showing 1 to 6 of 6 entries

> Diagnostics

> Traffic Monitor

192.168.1.9 38-bB-eb-20-06-41

Connection...... &

Cable status..... @

192.168.1.1 38-b8-eb-20-34-62

Connectio
Cable status..... @

192.168.1.43 ac-cc-8e-bb-a6-85
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AC-CC-8E-BB-A6-85

H e .
@riom. Disgrost
Search:
IP Address Version

192.168.1.43
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4.2 Graphical Monitoring

Topology View

In the topology view, the whole network, incl. all the connected IP terminal devices, is automa-
tically displayed in a diagram. If a terminal device is correctly recognised, it is represented by a
corresponding symbol (camera, switch, access point etc.). All the respective information, such
as device name, IP address, data rate etc., are displayed next to the symbol. All the settings
can also be manually configured.

> barox= o S
RY-LGSP23-28/370 Topology View @rome Topology View
Switch DMS
(A B
> DMS Mode &’ Kamera 1
% XS Preeri
#% Management < i
B Port: 2 (0.001Mb)
«h Graphical Monitoring v ¥
> Topology View Technik
General PC
> rorven L)
> Map View Port 7 (0.007Mb)
& Maintenance <
Swich 1 Switch2 Kamera 2
RY-LGSP22-28/370 RY-LGSPIEAD AXIS PI44T-LE
192.168.1.9 192.168.1.1 192.168.1.43
Port: 23 - Port: 7 Port: 3 (0.001Mb)
Switch 3 Kamera 3
RY-LGSP23-10G AXIS P1447-LE
19216812 192.168.1.42
Port: 24 - Port: 10 Port: 1 (0.001Mb)
v
By clicking on a symbol, the ADashboardo of the resy

I n t his ADhe sldvibeaype ahd name can be defined. The MAC and IP addresses as
well as the real-time PoE requirement, in as far as the device is a PoE appliance, can also be
read.

Additionall vy, by clicking on fiLogino, the device car
connection carried out. The PoE appliance can also be easily rebooted by simply clicking on
the APOE Rebooto icon.

Pgrt: 2 - Porg: anxase-302 50

Axis M1114 X e

r T
General IP Cam |~

| Axis M1114

00-40-8c-bS-f1-85

P 192.168.1.10
r
Hity t |80
RY-LGSP23-10G I
192.168.1.2 gz | POE Used 3w 10
Port:3 - Port: 1 ® % | 82Mb)
RY-LGSP22-28/270 Logi Di " 52
i cgin isgnostics of
192.168.1.9 |grmmm;
Reboot
Notification Meonitor

i

Port: 4 - Port: 23
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If a device

- was briefly unavailable (defective cable, appliance disconnected etc.)
- was not immediately viewable via ONVIF

- was connected using an existing IP address

- etc.

a red number appears next to the symbol. The red figure shows how many messages
have been generated for this device.

By clicking on fANotificationd in the menu, these me:
Axis M1114 X
A
€3 2011-01-01 05:41

(® Device Off-ine is caused by cable disconnection

RY-GSP22-26/370

=B 192.168.1.11
Port: 1 - Port: 1

If a device is no longer available in the network, it is shown in red in the topology view and the

AfRemoveo symbol is made available in the fADashboar dc
permanently removed from the topology view.

It is vital to select ARemoveo when, for exampl e, a
new camera using the same IP address. The switch not only stores the IP address but also the

MAC addr ess. I f the old | P addr e steol thesswitclo expecte mov ed U ¢

the old camera with its original combination of IP and MAC address to return and will set the
new camera back to the default IP address over and over again despite this having the same
IP address. This occurs because the new camera has a different MAC address.

1@ ama 2

Axis M1114 X
Axis M1114
RYLGSP23-10G 0 Axis M1114
52 188.1.2 |l # 192.168.1.10
Pogi=T- Port 1 Pork 7

00-40-8¢-bS-11-85
192.168.1.10
80

ow

Remove Disgnostics

Notification Monitor
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Anot her usef ul t ool is t

This shows the data flow (e.g. from a camera)
in real time.

The thresholds within which the data flow should move
can be set using Min(Mb) and Max(Mb). This means
that one can see at a glance whether everything is
alright.

he

At the top right of the topology vi e w
all the devices at once.

screen,

asre ascw g

Axis M1114 X

{Mb)

5] 0
(Sec)
Min(b): [0 | Maxquby: D

(2
Dashboard Notification Monitor
there is a fADevi

When an entry in the list is clicked on, the corresponding device is displayed in blue in the

network diagram.

: e SR C P T ®
{ WY m%ggg
AR e

> barox-=

RY-LGSP23-28/370 Topology View

Switch DMS

~

~
v

> DMS Mode

Kamera 1
AXIS PI44T-LE
192.168.1.41

Port: 2 (0.0014b)

£ Management <

« [MOH (¢

% Graphical Monitoring v

> Topology View Technik

Genersl PC
=t/ 102168101

Port: 7 (0.007Mb)

Switch 2
RY-LGSP15-10
192.168.1.1

Port: 23 - Port: 7

> Floor View

> Map View

# Maintenance <

Swich 1
RY-LGSP23-281370
192.168.1.9

This tool also offers the option of printing out the network plan in SVG or PNG format 1

ceo

@rome Topology View

Kamera 2
AXIS PI44T-LE
192.168.1.43

Port: 3 (0.001Mb)

or

directly to a PDF document. This requires first selecting the format and then clicking on the

camera symbol.

The topology view provides the option of presenting the ring structure. To do so the list

ASwi tommhes be selected in

Two conditions must be fulfilled for this representation:
a) RSTP as ring protocol

t he
dashed red line showing the defined link and the ports, which are defined as alternative ports.

tab ADeviced.

b) The ring only consists of RY switches supporting the DMS
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5 7 5 11 131517192123

> barox= nee
RY-LGSP23-28/370 Topology View @rome Topology View
Switch DMS - :
@ | 358 Device Group | f Config
> DMS Mode <> ) [
o ([swrTcH -] @& [sve -]
£ Management < B Switch 2 Q ‘
= RY-LGSPI6-10 X
i ~ 192.168.1.1 N
% Graphical Monitoring v Portsg Port 23-Port 7 ‘\ld
> Topology View — =
> Floor View RY-LGSP23-28/370 Q
162.168.1.9 N
> Map View
4
# Maintenance < Switch 3 )
RY-LGSP23-10G N
192.168.1.2
Port: 24 - Port: 10
Floor View

Uploaded, resp. imported building and floor plans and/or plans of the local environment can be
viewed in the floor view. This serves as a foundation, resp. background image, for portraying the
network setup. This function provides a good guide for carrying out on-site tasks and can also be
printed out to document the system, as described above.

> barox-=

RY-LGSP23-28/370

Switch DMS

-
S
o
o
ES
E

(
> DMS Mode \<v> Fr P —
# Management < [Stockwerkplan L TOZTES T )
& Graphical Monitoring v Gemeinde- Q J
81 buol i N RI-LGSP23-28/370
> Topology View @ Switch 1 .
> Floor View 2 200641
> Map View o
# Maintenance <
(]
D Q| Kemera2 °
82 o
Pom N2
e Jokopxichrof 1 Geme'ndergume
o Jokobikrchhof 2 ]
(]

107 168 1 Qlindav htm

To position a camera or switch in a plan, all that needs to be done is to click on the respective
device in the list to select it and then to position this device in the plan T done.

Map View

The same function is also possible using Map View. The background image is directly generated
using Google Maps. This requires an internet connection and Google licences for using the
service.
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4.3 Maintenance

To use a plan as a background i mage, one

The path and file name must be enteredint he AFl oor | mage?o
iAAddo.

1

= | eeeeRss
arox = Wi s

RY-LGSP23-28/370 Floor Image Management e

Switch DMS

Maximum: 30 files Used: 0 file(s) Free: 30 file(s)
> DMS Mode
# Management < Add Floor Image: Durchsuchen...  Stockwerkplan.jpg
«h Graphical Monitoring < Name Stockwerkplan 0G
/& Maintenance v m
> Floor Image
> Diagnostics
Select No. File Name Image
> Traffic Monitor

No information found

The uploaded plans are then listed in the lower section of the web page. Up to 50 files
can be saved.

> barox-=

RY-LGSP23-28/370 ), Image Management

@Home
Switch DMS
Maximum: 30 files Used: 1 file(s) Free: 29 file(s)
> DMS Mode
# Management < AddFloor Image: Durchsuchen... | Stockwerkplan jpg
«h Graphical Monitoring < Name Stockwstkpla
# Maintenance v m
> Floor Image
> Diagnostics
Select No. File Name Image
> Traffic Monitor
O 1 Stockwerkplan OG (192.168.1.9) rﬁ.,r
r =%
. e A 8 z/\
K amiso s
= dYy

Diagnostics

This function was described and explained onpage25under t he heading
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Traffic Monitor
ATTENTION: Traffic monitoring is not supported by industrial switches.

Another useful diagnostics tool is the traffic monitor. The traffic of each individual port
overa24-hour period is displayed in the fAMaintenanceo

The upper bar chart shows all the ports and all the data sent and received by each port during

the course of the day. One can choose between displaying the information for a specific date
or in a day or week view.

If one now clicks on the bar of any individual port, the amount of data transmitted T and when 1
is displayed in a diagram below on a scale of 0 - 23 Hrs.

This may be extremely useful when looking for the cause of errors, for example, if one sees

that at 12 a.m. a large volume of data was generated at port 2 when there were problems with
the recording process.

> barox-=

RY-LGSP23-28/370 ' . i Monitor

Switch DMsS

[VECTISETNE T 4 2019/05/07 @ osy  week A Device List |
> DMS Mode
& Management <
« Graphical Monitoring <
& Maintenance ~
2000 M~
> Floor Image
1500 M-
> Diagnostics 1000 M~
> Traffic Monitor o
oM—— r —
12 3 4 5 & 7 8 9 10 11 12 13 14 15 18 17 18 19 20 21 22 23 24 25 28 27 28 Port
Kamera 1 [VECUHES

ts00 M=
1e00m-
1400 m
1200 -
10001
s00 -
coom
s0m-
200m

Time
om

[ T T I A I T T I N A A T N I
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5 Switch Management in the Security Focus

The following topics shall provide information on content and configuration of the extended
network settings and the security. Knowledge and skills on commissioning such like
IP configuration, login and VLAN configuration are basic preconditions for the configuration.

5.1 Management and Security on Switch Level (Layer 1 and 2)

5.1.1. Bandwidth Settings and Restrictions

Port-based Ethernet settings

The manual selection of the required ETH standard is required in some scenarios. For example
in case of a connection of network components, which do not provide an automatic negotiation of
the standard or because of certain deployment scenarios, which demand a reduction of the ETH
standard. The settings 10/100/1000/10000 FDX/HDX (ETH standard depending on the model)
can be selectively set per port using the web GUI as illustrated thereafter.

Ports Configuration

Switch H
Speed
Port Link Current Configured
* <= hd
1 ® Down Auto ™
2 i Down Ao e
3 ® 1Gfdx Auto ]

Some applications require the adjustments of the Ethernet frame sizes. This can also be done in
the menu section APortheCbhél duA Medrsodasarimed fhitha me
following screenshot.
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RY-LGSP23-26

Ports Configuration @Home
Switch DMS B
£+ Configuration v
- SEiEm . Speed Flow Control
» Green Ethernet < Port Link Current Configured Current Rx Current Tx Configured Maximum Frame Si
» Ports Configuration ~ N
< v 9600
> Ports D
> Ports Description 1 . Down Auto - @ @ D 9500
» DHCP <
» Security < 2 o Down Adto @ @ 0 9600
» Aggregation <
> Loop Protection 8 1Gfdx T | @ @ 0O 9600

I Important, when setting the frame size: Please pay attention to set the exact values in
order to avoid malfunctions!

5.1.2. Information regarding the general consideration of the bandwidth demand

The consideration of the following items is recommended when planning the bandwidth
demand and the related deployment of suitable barox switches:

- Deployment of the required Ethernet standards (10/100/1000/10000) under consideration
of possible terminal device upgrades

- Planning of reserves, scaled at the backplane power of the switch -> 30 % are
frequently recommended

- The maximum Ethernet specification per terminal device shall be considered when
calculating the demand

5.1.3. Securing the ports using MAC configuration settings

The MAC table

Besides the automatic management the MAC table can basically also be adjusted manually. This
is often required where certain network terminal devices require a static allocation with regard to
VLAN and port. Furthermore the manual allocation provides a basic protection and scalable
access restriction, resp.

MAC Filtering and Port Configuration

Example configuration of a static MAC table:

The device with the MAC address A1:00:00:00:00:FF shall only be capable to use port 5 in

VLAN1 for a connection.

2. Ilnput of the VLAN
Learningfi to ASecu

1. Selection of AAdd N
I
r

3. Confirmation of the entriesbyc | i ¢ ki

fi
n

g AApplyh

The following screenshot explains this.
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MAC Address Table Configuration

Aging Configuration
Disable Automatic Aging ]

Aging Time 300 seconds

MAC Table Learning

Port Members

1 2 3 4 5 6 7 8 9 0 1 12 13 14

Ao @ O 9 O 9 9 9 9 9 9 9 9 9
Disable

Secure (V]

Static MAC Table Configuration

Port Members

Delete VLANID MAC Address 1.2 3 4 5 6 7 8

Bl |[eo»=#|000D08D000

Add New Static Entry

The protection using MAC filtering provides a simple protection against an unwanted network
access. Nevertheless it does not e.g. protect againstthe wi del y spread attack type
Spoofingh.

5.1.4. Port Security with Limit Control Settings

The use of Limit Control is recommended where unmanaged switches with terminal devices

are connected to the barox switch. Basically this function prevents the blocking of the network
communication of further unwanted IP/Ethernet terminals which are connected to free ports of
the unmanaged switches. For planning purposes the complete number of network devices
including the unmanaged switch, which are connected to the respective port of the barox switch,
needs to be determined. E.g.: The total limit is 4 where one unmanaged switch with three further
network terminals is connected to port 2 of the barox switch. The configuration must be activated
first. Furthermore the respective port is activated, the limit is determined and the action selected,
which applies in case of an exceedance. The learning of the terminal devices is activated and
enabled using the A St i farkctiom During the configuration the devices must be physically
connected to the barox switch using the port to be configured. The following screenshot shows

a visual representation of the settings.
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System Configuration

Port Security Limit Control Configuration @Home - Configuration - Security - Network - Limit Control
Switch H

Mode Enabled

Aging Enabled [l

Aging Period 3600 seconds

Port Configuration

Port  Mode Limit Action State Re-open sticky Clear
o 2 o -

1 Disabled 4 None Disabled Disabled

2 Enabled 1 Disabled Disabled

5.2 Use and Protection of IP Functions (Layer 3)

5.2.1. DHCP Server
Information regarding the use of DHCP servers in video networks
It has to be checked, whether the use of a DHCP server is generally required by the network
design. This service provides the advantages of an automated network information
distribution but also a variety of vulnerabilities.
Example of a basic configuration and commissioning of the DHCP service
At first the VLAN range of the service is determined. Then the service is generally activated

in the Mode with the setting Enabled. The service is activated by confirming the action as
shown below.

DHCP Server Mode Configuration

VLAN Mode

Delete VLAN Range Mode

Add VLAN Range

The setting of the IP address pool, which shall enable the distribution of 50 addresses, i.e. in the
range of 192.168.10.100 i 192.168.10.150 by stating the surrounding addresses and IP ranges
(exclusion procedure) to the IP clients in the respective VLAN is shown in the following
screenshot.
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DHCP Server Excluded IP Configuration

Switch

Excluded IP Address

Delete IP Range

192.168.10.1 -| 192.168.10.99
m 192.168.10.151 -| 192.168.10.254|

Add IP Range

Following this a DHCP service hame is determined and confirmed.

DHCP Server Pool Configuration @Home - Confeur
Pool Setting
Delete Name Type IP Subnet Mask Lease Time

Following the determination of the name the settings are called up by selecting the name as
shown below.

DHCP Server Pool Configuration

Switch
Pool Setting

Delete Name Type IP

[] test - -
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“

DHCP Pool Configuration

Pool

Name test ‘

Setting

Pool Name fest

Type Network

IP 192.168.10.254
Subnet Mask

For the purpose of a simpler representation and reproduction, resp., only settings as shown
above are required. Following this they are confirmed by confirming the configuration at the end
of the page.

5.2.2. Protection of DHCP by ARP Inspection

The protection against unwanted DHCP clients can be realised using ARP Inspection. Following
activation of the functions the DHCP clients can be managed statically as recipients in a table.
The setting of the size of the DHCP address pool using the number of clients is the basic
precondition for a maximum security.

At first the Snooping function is generally activated in the menu Snooping Mode as shown below.
Furthermore settings can be chosen for the trustworthy switch ports. The mode must be set to
ATrustedin for the inspection function to work.

DHCP Snooping Configuration
Switch

Snooping Mode

Enabled

Port Mode Configuration

Port Mode

1 Trusted
2 v
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Furthermore the port parameters are activated and configured. The ARP Inspection is activated
for port 3 as shown in the following example, the verification of the VLAN is activated and the log
type is set to Anoneid.

ARP Inspection Configuration @Home - Configuration - Security > Net

Switch

Mode Enabled

Translate dynamic to static

Port Mode Configuration

Port Mode Check VLAN Log Type
<> = e

1 Disabled Disabled None

2 Disabled Disabled None

3 Enabled Deny

4 Disabled Disabled None

Following this the VLANSs, which shall be included in the check, are determined and the log type
(trust position) is determined as shown below.

VLAN Mode Configuration @ome - Con
Switch
o] <] ]
Start from VLAN | 1 , 20 entries per page.
Delete VLAN ID Log Type

Add New Entry

The DHCP clients can be connected upon the completion of the settings. Following the
distribution of the IP addresses by the DHCP service the clients and their layer 2 and

3 characteristics become visible in the dynamic ARP inspection table and can subsequently
be translated into the static ARP inspection table.
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Switch

Dynamic ARP Inspection Table @Home - Configuration > Security > Metwork = ARP Inspection =

Auto-refresh H
Startfrom| Port1 Iv JVLAN | 1 , MAC address and IP address| 0.0.0.0

System Configuration

20 ‘ entries p

Port VLAN ID MAC Address IP Address Translate to static

3 2 5c-9a-d8-5¢-98-1¢ 192.168.11.50

The following screenshot shows a static entry. An IP address is reserved for the client

according to the tab

le.

Static ARP Inspection Table @Home > Configuration > Security > Netwark > ARP Inspection
Switch

Delete Port VLANID MAC Address IP Address

] 3 2 5c-9a-d8-5¢-98-1¢ 192.168.11.50
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5.2.3. |IP Source Guard

Deployment and Configuration
An extended function for the protection of the terminal side is provided by using the IP Source
Guard function. This function links the predefined static IP address of the connected devices with

the examination of the MAC addresses of the source terminal devices. As shown in the following
screenshot this function is generally activated and can be adjusted on a per-port basis.

IP Source Guard Configuration

Mode Enabled

Switch

Translate dynamic to static

Port Mode Configuration

Port Mode Max Dynamic Clients

<> <x

*
<]
<]

1 Disabled Unlimited
2 Disabled Unlimited
3 Enabled
4 Disabled Unlimited

Once this function is switched on the configuration can be effected using static entries as shown
below.

Static IP Source Guard Table @Home > Configuration > Security = Nety
Switch

Delete Port VLAN ID IP Address MAC address

3 10 192.168.10.40 A1:00:00 OGZOGZFH

The use of IP Source Guard enables the extended protection function by securing the ports by

means of the MAC and IP address. Compared to port security, where static MAC address entries

per port prevent a potential attack, IP Source Guard provides the verification of the IP address of

the connecteddevic e using static entries. The switch wild.l bl
where the connected device does not comply with the allocated MAC and IP address. This

means, that the attacker must know the MAC address and IP address of the device for gaining

access to the network.
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5.3 Protection of the Switch Management and Network Administration (Layer 31 7)
5.3.1. User Management and Configuration
User Generation

The following example shows the generation of a further user.

Users Configuration

Switch

User Name Privilege Level

admin 15

Add New User

N

Add User

Switch
User Settings
User Name test
Password sesssssssee
Password (again} sescscnsene

Privilege Level

Basic settings of user rights and privileges
- The privilege level serves the purpose of grading the rights to apply configuration
settings and read/write rights of such values, resp. It is generally recommended not to
change the default values. Such rights should be allocated when generating new users.

- Information: Scaling the rights of a further user on the basis of authorisation and
competencies is helpful.
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RY-LGSP23-26

Privilege Levels Configuration SHome Privilege Levels
Switch DMS
Privilege Levels
£+ Configuration ~
- Group Name Configuration Read-only ~ Configuration/Execute Read/write  Status/Statistics Read-only  Status/Statistics Read/write
» System <
» Green Ethernet < ACTIVATE 5 |v 0 |~ 5 |v 0 v
» Ports Configuration < .
Aggregation 5 |v 0 v 5 |v 10 v
» DHCP <
» Security v cloud_management 5 v 10 |~ 5 |v 10 |~
» Switch v
Debug 15 |v 15 |v 15 |v 15 |v
> Users
> Privilege Levels DHCP 5 |v 10 |v 5 |v 0 v

5.3.2. Deployment and Authentication Settings using the Switch Management
Securing access to the CLI ssh vs. telnet
The access method can be set and non-required functions can be disabled, resp., as shown

below. The general deactivation of the Telnet access function is recommended where this is
allowed by the network design. Configuration methods can be set as shown below.

RY-LGSP23-26

Authentication Method Configuration @Home Auth Methed
Switch DMS
Client Methods Service Port
£+ Configuration v
console local ~ no no
» System ¢
» Green Ethernet < telnet no - no no 23
» Ports Configuration <
» DHCP . ssh local ~ no no 22
» Switch -
5 U5 https no v no no 443
> Privilege Levels
> Auth Method Apply

- The use of the SSH protocol for the command line-based management (CLI) is
recommended, as this method provides the encrypted connection.

Management of the access to the web GUI using http

- The generation of a separate user for http is recommended.

- Change of port 80, information: Please pay attention to the port information when accessing
via a browser!

- Access via HTTPs provides the highest level of protection due to the encryption of the
connection.

The following example shows the entry of the management address using a changed port

192.168.1.1:34 56
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The restriction of the management access and its methods to certain IP address ranges and
VLANSs is possible. This can be effected in the access management as shown in the following
example.

Access Management Configuration @Home - Configuration ~ Securiy - Switch - Access Management

Mode Disabled

Delete VLANID Start IP Address End IP Address HTTP/HTTPS SNMP TELNET/SSH
1 192.168.1.10 192.168.1.11
10 192.168.10.40 192.168.10.41| ‘ ] O

Add New Entry

5.3.3. Access Management and Use of HTTPS

The setting option for using the HTTPS protocol is shown below.

R ec
Authentication Method Configuration @Home - Configuration - Security - Switch - Auth Method
Switch

Client Methods Service Port

console local no no

telnet o ™ . 23

ssh local no no 22

http local no no 80

https

no no

<]

<]
£
(=]

The standard port can be changed also for this method.

The http option should be disabled where this mode is activated. The switch GUI is called up
in the browser using the HTTPS protocol phrase https://192.168.XX(lhreManagement
IP):1234(lhrPort) in the URL field. Following this the browser communication to the
management interface is effected using encryption.
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5.3.4. Configuration and Use of Certificate-based Access to the Management
Brief information regarding the use of certificates:

A certificate-based connection enables one of the highest protection levels for network-based
configuration services. Nevertheless the use should be verified, as the connection to the
management can only be effected using the media with enabled certificate.

Setting options and methods, resp., are shown in the following.

RY-LGSP23-26

HTTPS Configuration @ Home HTTPS
Switch DMS
Certificate Maintain Generate e
# Configuration v g
» System . Certificate Status Switch secure HTTP certificate is presented
» Green Ethernet <
|

» Ports Configuration <
» DHCP <
» Security v

» Switch v

> Users

> Privilege Levels
> Auth Method
> HTTPS

Generation of the certificate for later use, which can be downloaded and installed using the

browser.
RYLGSP23-26 1 | 17ps Configuration von wres
Switch DMS
Certificate Maintain Upload v

& Configuration v

» System . Certificate Pass Phrase eesssssses

» Green Ethemnet < Certificate Upload WWeb Browser “
» Ports Configuration <

s DHCP . File Upload Keine Datei ausgewahit.

» Security ¥ Certificate Status Switch secure HTTP certificate is presented

» Switch v

> Users Apply

> Privilege Levels
> Auth Method
> HTTPS

- Upload of an externally generated certificate

The browser access is effected following the installation of the certificate and determination
of the HTTPs authentication method via the HTTPs protocol
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5.4 SNMP i Monitoring- and Administration Function

SNMP was developed by the IETF (Internet Engineering Task Force) and as a protocol serves
the purpose of monitoring, control and configuration of network elements.

5.4.1. Configuration of SNMP v2c

The following example describes a basic SNMP v2 configuration for a system status enquiry or

the transmission of system events via SNMP traps. The following steps shall show the use of an
SNMP Community.

Activation of the SNMP v2 Function

The mode should be generally enabled and SNMP v2 should be selected in the SNMP
configuration. Furthermore the names for the read and write communities are determined.

3 5 7 8 11 13 15 17 19 21 23
> barox-= e i hink &

RY-LGSP23-26

SNMP System Configuration tome
Switch DMS
Mode Enabled |+
£+ Configuration ™
» System . Version
» Green Ethernet ¢ Read Community barox
» Ports Configuration <
» DHCP 7 Write Community barox
» Security v .
Engine ID 800007e5017f000001
» Switch v

> Users
,

> Privilege Levels

> Auth Method

> HTTPS

> Access Management

» SNMP v

> System
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5.4.2. SNMP Trap Configuration

Prior to the configuration of new trap settings attention should be paid, that the global setting
of the trap mode is disabled.

15

1 3 5 7 9 11 13 15 17 19 21 23
— : Bl | el ol
) ba rox = ‘o 1 DI W JLJ
2 6 &8 2 6 18 20 22 2

RY-LGSP23-26

Trap Configuration @Ho
Switch DMS
Global Settings
£+ Configuration v
» System . Mode Disabled |v
» Green Ethernet <

» Ports Configuration ¢ Trap Destination Configurations

» DHCP <
: Delete Name Mode Version Destination Addres
» Security v
Add New Entry
» Users

> Privilege Levels Apply -

> Auth Method

> HTTPS

> Access Management

» SNMP v
> System
> Trap

The new configuration is effected in two steps:

Step 1:
The next example shows the setting of the following values for a new configuration:

- Trap Config Name -> A name should be allocated
- Trap Mode -> UDP or TCP i As usual UDP should be used for a start
- Trap Version -> Selection of SNMP v2c
- Trap Community -> The previously generated community name must be entered here
- Trap Destination Address -> Entry of the IP address of the trap recipient
- Trap Destination Port -> Entry of the port at the recipient
- Trap Inform Mode -> Disabled in this example
- Trap Inform Timeout (seconds) -> 3 is entered (Standard)
- Trap Inform Retry Times -> 5 (Standard)

Foll owing this the settings are confirmed by

barox Kommunikation 46

cl

c ki

[



10 12 14 16

SNMP Trap Configuration @Home - Configuration - Sec
Switch

barox= .- 82085800 2000

Trap Security Engine ID

Trap Security Name AT

Trap Config Name test

Trap Mode upp
Trap Version SHMP v2e
Trap Community barox

Trap Destination Address
Trap Destination Port 162

Trap Inform Mode Disabled
Trap Inform Timeout (seconds) 3

Trap Inform Retry Times 5

Trap Probe Security Engine ID Enabled

Step 2:

Following the generation of a new configuration such configuration is opened by selecting the
name.

1 3 5 9 3 15 3
Trap Configuration ¢
Switch

Global Settings

Mode Disabled

Trap Destination Configurations

Delete Name Mode Version Destination Ad

O test ubDP SNMPvZ2c 192.168.10.

Add New Entry
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Activation of the SNMP Trap Function

The general mode must be enabled following completion of the trap configuration.

8 10 12 14 16

Trap Configuration @

Global Settings

Mode ‘Enabled |

Trap Destination Configurations

Delete Name Mode Version Destination Ad

] test UDP SNMPv2c 192.168.10.1

Add New Entry
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5.4.3. Supplementary Information regarding the Sending of SNMP Traps

Please assure yourself, that the events triggering a trap are configured accordingly. These
settings can be configured per terminal device elsewhere in the configuration menu as shown
in the following screenshot. Some events T such like e.g. port events T must also be set
accordingly in the port configuration.

barox =

Trap Event Severity Configuration @rome - Con
Switch
Group Name Severity Level Syslog Trap
ACL info
ACL-Log Info
Access-Mgmt Info
Auth-Failed Warning
Cold-Start Warning
Config-Info Info
DMS Info
Firmware- Info
Upgrade
Import-Export Info
LACP Info
Link-Status Warning
Login Info
Logout Info

ATTENTION: For industrial switches, this setting can be found under
Configuration/System/Alarm Notification.

Further information regarding the reading and testing of the configuration can be found
in A5. 6-oRigadSiNfMP Tr aps fi.
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5.5 SNMP v3 Configuration

Starting position:

The increased need for network security generates raised requirements for administrating and
monitoring network components. This can e.g. be effected using SNMP in version 3 with
authentication. The following example describes a basic SNMP v3 configuration for a system
status enquiry or the transmission of system events via SNMP traps. The following steps shall

demonstrate the use of authentication and password protection.

5.5.1. Activation of the SNMP v3 Function

The mode should be generally enabled and SNMP v3 should be selected in the SNMP

configuration.

> barox=

RY-LGSP23-26

Switch DMS
Mode
£+ Configuration v
» System ) Version
» Green Ethernet <

Read Community
» Ports Configuration <

» DHCP ¢ Write Community
» Securi v
e Engine ID
» Switch v

> Users

» Privilege Levels

> Auth Method

> HTTPS

> Access Management

» SNMP v

> System
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ol el Ol o ol ol
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Enabled |+~

SNMP v3 v

barox

barox
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Generation of a dedicated Community

When generating the community the setting of source IP and mask can remain as 0.0.0.0 in
each case. This enables the transmission and the receipt of SNMP messages across several
subnetworks.

1t

— A a
barox = bl & H

10 12 14 16 20 22 24

SN MPVS Communlty Conflguratlon @®Home = Configuration = Security = Switch = SNMP
Delete Community Source IP Source Mask
] public 0000 0.0.0.0

] private 0000 0.0.0.0

‘ baroy 0000 0000

Add New Entry

barox Kommunikation 52



Generation of a new User

When configuring a new user attention should be paid for imperatively adding the Engine ID to
t he

new user object. 't can si mgefaylt_ubeefterdry. mithes d
exampl e the shuthPrivit g hisotbd setalory with the determination of the user
name. When selecting the authentication AMDS5AH

paid as the length of both passwords must be at least eight characters (numbers and character
combinations).

> barox-= gissgiad s -

RY-LGSP23-26 SNMPv3 User Configuration

@ Home Users
Switch DMS
User Security Authentication Authentication Privacy Privacy

& Configuration ¥ Delete  EngineID Name Level Protocol Password Protocol Password
» System <0 800007€5017f000001  default user NoAuth, NoPriv None None None None

» Green Ethernet <

> Pl Gl . )007€50171000001 barox Auth, Priv v MD5 v sesseseee DES |v
» DHCP <

» Security

» Switch v Apply

> Users

> Privilege Levels

> Auth Method

> HTTPS

> Access Management

» SNMP ~
> System
> Trap
> Communities

> Users
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Generation of a Group
The secur iusmgi nsobdasklétted Avhen configuring a new group in SNMP v3. The

previously generated us er Seouatyndamsiih,a [flo |bleo wsienlge cttheids aas
name must be determined.

Setting the View Configuration
Atthebegi nning the View Name is determined. Setting tt

providing all SNMP-relevant messages can be viewed. This enables the complete view to all
distributed OIDs.
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